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Abstract

Most online services continue their reliance on text-based passwords as the primary authentication mechanism. With a
growing number of these services and the limited creativity to devise new memorable passwords, users tend to reuse their
passwords across multiple platforms. These factors, combined with the increasing number of leaked passwords, make
passwords vulnerable to cross-site guessing attacks. Over the years, researchers have proposed several prevalent methods
to predict subsequently used passwords, such as dictionary attacks, rule-based approaches, neural networks, and combina-
tions of the above. We exploit the correlation between the similarity and predictability of these subsequent passwords in a
dataset of 28.8 million users and their 61.5 million passwords. We use a rule-based approach but delegate rule derivation,
classification, and prediction to a Recurrent Neural Network (RNN). We limit the number of guessing attempts to ten yet get
an astonishingly high prediction accuracy of up to 83% in under five attempts, twice as much as any other known model. The
result makes our model effective for targeted online password guessing without getting spotted or locked out. To the best of
our knowledge, this study is the first attempt of its kind using RNN. We also explore the use of RNN models in passphrase
guessing. Passphrases are perceived to be more secure and easier to remember than passwords of the same length. We use a
dataset that contains around 100,000 distinct phrases. We demonstrate that RNN models can predict complete passphrases
given the initial word with rate up to 40%, which is twice better than other known approaches. Furthermore, our predictions
can succeed in under 5,000 attempts, a 100% improvement compared to existing algorithms. In addition, this approach
provides ease of deployment and low resource consumption. To our knowledge, it is the first attempt to exploit RNN for
passphrase guessing.
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1 Introduction those storing users’ personally identifiable information

(PII), medical and legal records, follow the password guid-

Text-based passwords remain the first and sometimes the
only line of defense for most online services. Therefore,
having a strong, unique password is extremely important
to keep users’ data safe. Government agencies, especially
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ance of the National Institute of Standards and Technol-
ogy (NIST). Different online services have independent
definitions of secure passwords. They also enforce different
password composition, expiration, and reuse policies. This
puts a lot of responsibility on users to create and maintain a
large number of passwords. To cope with this burden, a user
can either use a password manager, create and remember a
unique password for each account, or create a very strong
but memorable passphrase that follows all the guidelines
and use it across all platforms. According to a survey by
a cybersecurity company NordPass, 50% of the respond-
ents in the United Kingdom find it extremely difficult to
remember unique passwords for multiple accounts (Rawl-
ings, 2020). The problem worsens when a user is required
to change passwords due to password expiration or known
security breaches. Based on numerous studies, most people
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use commonly used phrases as their passphrases or simply
reuse their passwords by modifying them slightly every time
a new password is required (Wang et al., 2018; Florencio &
Herley, 2007; Haque et al., 2013; Notoatmodjo & Thom-
borson, 2009; Keith et al., 2005). Since most of these stud-
ies were conducted in academic institutions and involved
participants with higher education levels and better security
awareness, the situation for the rest of the Internet commu-
nity is probably even worse.

The habit of password reuse is detrimental to account
security due to the increasing threat of cross-site password
guessing attacks. In this form of attack, an attacker lever-
ages previously leaked password datasets to guess pass-
words potentially used by the same user at different sites
(Das et al., 2014). With an abundance of password leaks and
data breaches, a large pool of publicly available passwords
exists for a swarm of users. In addition, attackers have vari-
ous tools at their disposal, such as dictionary-based attacks,
rule-based attacks, and machine learning models for effec-
tive and automated guessing. Suppose each online service
allows up to three attempts to enter a password before lock-
ing down the account. Consider that each user has registered
on at least five popular online services. An attacker thus has
at least 15 attempts to guess a password before being spotted
or flagged. Due to the rate limit, the traditional brute-force
and dictionary attacks will not be effective in this setting.
However, rule-based and neural network-based predictions
can still yield a high probability of successful guesses with
rate-limiting enforced (Hitaj et al., 2019; Li et al., 2019; Liu
et al., 2018; Melicher et al., 2016).

In this paper, we leverage the rule-based approach and
automate the guessing process using a neural network model
to derive modification patterns, complete the classification,
and generate a password guess. We resort to neural net-
works, which outperform traditional classifiers like Naive
Bayes and k-nearest neighbors (KNN) used in prior research
(Wang et al., 2018) to solve the classification problem. We
use a character-based bidirectional long short-term memory
(BiLSTM) model to generate passwords for each modifica-
tion category. We then build an experimental model that can
make predictions without knowing the modification patterns.
We use a character-based LSTM encoder-decoder model as
it is a common tool when one sequence of characters (e.g.,
the original password) needs to be transformed into another
sequence of characters (e.g., a subsequent password). This
model delivers outstanding prediction results for a signifi-
cant amount of password pairs.

Additionally, we apply Recurrent Neural Networks
(RNNs) and generative pre-trained transformers to the less
researched area of passphrase guessing. We build a bidi-
rectional LSTM model with an attention mechanism that
can pick up linguistic patterns in passphrases and com-
plete a multi-word phrase by knowing just the first few
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characters. We conduct a comparative analysis between this
novel approach and traditional methods and see a signifi-
cant reduction in the number of attempts required (up to 10
times) to generate a passphrase. Moreover, we see a remark-
able 50%-100% improvement in successful prediction rate.
Finally, we demonstrate how this approach can eliminate
the constant need to acquire and maintain large passphrase
dictionaries and how the entire process is easily deployable
on platforms such as Google Colab.

The main contributions of our study can be summarized
as follows:

e We created a neural network-based classifier for auto-
mated password modification category prediction.

e  We built an LSTM-based model for password generation
for each category.

e We designed an LSTM-based model that predicts a sub-
sequent password based on the original password with
up to 83% accuracy in under five attempts.

e We quantified the vulnerability of password reuse based
on Levenshtein distance, Jaro-Winkler distance, and
modification patterns.

e We built an attention-based LSTM model to predict tar-
geted passphrases reaching a 40% prediction rate in under
5,000 attempts.

e We compared the passphrase prediction rate between
transformers, LSTM, and Markov Chain models.

e We made recommendations for online services to
enhance their authentication security.

The remainder of this paper is organized as follows. First,
we discuss the related work in Section 2. Section 3 elabo-
rates on the password prediction process and compares our
results with the results from the existing models. Section 4
provides an overview of passphrases, reviews the related
work, describes our passphrase prediction model, and ana-
lyzes the experimental results. Section 5 discusses our key
findings on password and passphrase security and suggests
some possible directions for future work. We conclude this
study in Section 6.

2 Related Work

The problem of password guessing is not new. And over
time, there has been an abundance of methods proposed to
solve it. Among the most prominent guessing approaches
are dictionary-based attacks, rule-based attacks, and neural
network-based attacks. While some methods train and test
their prediction models on the same dataset, other meth-
ods extract rules from one dataset and predict passwords
from another dataset. The first type of method is called the
single-site password guessing attack, where attackers crack
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passwords from a single password leak. The second type is
known as the cross-site password guessing attack, which
exploits leaked passwords from multiple online services.
Our research falls into the second type, where we aim to
guess users’ subsequent passwords from their known pass-
words from the same or a different site.

Next, we will provide an overview of different password
guessing methods, including the most recent advance in
using neural networks for this purpose.

2.1 Dictionary Attacks

Dictionary attacks depend upon the assumption that a pass-
word is either a word that belongs to a pre-compiled word
list or dictionary (Haque et al., 2013), a valid, complete word
(used in vocabulary attacks), or a valid passphrase (used
by Markov model-based methods). The first two attacks
may need many attempts to make a correct guess, require
constant maintenance of dictionaries, and cost a tremen-
dous amount of time and resources. Markov model-based
methods, on the other hand, enable efficient password and
passphrase cracking by only generating and testing linguisti-
cally likely passwords (Narayanan & Shmatikov, 2005) or
linguistically correct phrases (Sparell & Simovits, 2016).
These methods are commonly used for single-site password
guessing attacks but can also instigate cross-site attacks with
slight modifications. Unfortunately, most of the passwords in
our dataset do not fall under the category of valid dictionary
words or linguistically correct phrases. Thus, these methods
are of limited use in solving our problem.

2.2 Rule-Based Attacks

Rule-based attacks rely on password creation and reuse pat-
terns extracted from previously leaked datasets or user sur-
veys and are widely used for cross-site attacks. Researchers
conducted statistical analyses of leaked password datasets
and discovered that most users stick to simple and easily
memorable patterns (Weir et al., 2009; Zhang et al. 2010;
Das et al., 2014; Wang et al., 2016, 2018). Based on the
patterns, researchers were able to build algorithms and pre-
diction trees that indicate the most probable modification
categories and the most likely transformations. These data-
driven algorithms aim to minimize the number of guesses
and maximize prediction accuracy.

One of the most promising rule-based approaches
employs probabilistic context-free grammars (PCFG) (Weir
et al., 2009). This method analyzes leaked datasets and
existing wordlists to create grammars for generating word-
mangling rules. The next generation of rule-based guess-
ing mechanisms is based on PCFG but leverages previously
used passwords as an additional input to help predict subse-
quent passwords. This targeted online guessing framework

is known as TarGuess (Wang et al., 2016). Among the four
TarGuess models (I~1V), TarGuess-II is the closest to our
work. It aims at cross-site targeted online guessing, where
attackers make online guesses of a user’s password at one
site when given the user’s one sister password from else-
where. TarGuess-1 and Xie et al.’s TarGuess-I"X7X (Xie
et al., 2020), on the other hand, require some PII, such as
name and birthday. Zhang et al. developed a generic algo-
rithmic framework for searching out possible transforma-
tions that convert a user’s previous passwords to future
ones (Zhang et al. 2010). Their optimal search strategy suc-
cessfully cracked an average of 13% of the accounts in the
experiment within five online guesses and 18% within ten
attempts. Wang et al. introduced the next iteration of rule-
based predictors by breaking a process into two steps (Wang
et al., 2018). The first step uses a Naive Bayes classifier to
guess a modification category, and the second step applies
the rule-based mechanism to predict the actual password.
This approach significantly improves prediction, but the
accuracy within ten attempts is still below 30%.

2.3 Neural Network-Based Guessing

The relatively new neural network-based approach surfaced
in 2016 with the premise that RNNs can predict the next
symbol in a character string if provided with enough training
data (Melicher et al., 2016). The so-called FLA (Fast, Lean,
and Accurate) method presented promising results in single-
site and cross-site attacks and was used in combination with
rule-based approaches (Liu et al., 2018; Xu et al., 2021) and
the Markov model (Li et al., 2019; Xu et al., 2021). It helped
overcome several previous limitations, such as the utilization
of fixed-length context, by using a long short-term memory
(LSTM) network (Hochreiter & Schmidhuber, 1997).

Generative Adversarial Networks (GANs), a subset of
neural networks, were recently used to train neural network
models to eliminate the need for learning modification pat-
terns on a single-site attack (Hitaj et al., 2019; Pasquini
et al., 2021; Fu et al., 2021). Despite showing a good pre-
diction rate, most of these studies did not limit the number of
guessing attempts and ran models until they exhausted every
possibility. This assumption makes these models impractical
in online password guessing in the real world.

Xu et al. proposed a novel method to segment passwords
into chunks and then built three chunk-level password guess-
ing models based on the Markov, PCFG, and FLA methods
(Xu et al., 2021). Although this method showed state-of-the-
art results in untargeted password guessing with LSTMs, it
was not optimized for targeted online guessing.

Our research is built on the understanding of password
modification patterns. We specifically focus on the targeted
online password guessing problem - guessing subsequent
passwords of a user from the given user’s preceding sister
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passwords. This makes our work distinct from many pro-
posals in the existing literature (Hitaj et al., 2019; Pasquini
etal., 2021; Fuetal., 2021; Xu et al., 2021). Our RNN-based
approach lowers the number of attempts for cross-site tar-
geted online password guessing. We generate two models,
one with rules provided and the other one that derives the
rules itself, and explore the prediction accuracy of the two
models in under ten attempts. Furthermore, our models do
not require PII or any knowledge besides sister passwords.

3 Password Guessing

This section first describes the password dataset used in the
project and how we process it. We then elaborate the pass-
word prediction pipeline in Section 3.2. Finally, we present
the experiment results in Section 3.3.

3.1 Password Dataset

The password dataset was provided by Wang et al. (2018),
which consists of 61,552,446 individual passwords that
belong to 28,836,775 users from 107 online services over
eight years. The dataset has been sanitized and anonymized
to protect personally identifiable information. Every user in
the dataset has at least two passwords; thus, we can form at
least one pair of subsequently used passwords. Although
some users have more than two passwords, we only choose
two passwords (i.e., one pair) for each user for simplicity.
We then pre-process the dataset to eliminate pairs of
identical passwords and those that appear more than once.
The resulting dataset contains 17,133,333 unique pairs.

This process helps us identify a set of the most common
passwords for further analysis. Among the most popular
passwords are “123456,” “password,” “qwerty,” “111111,”
“123123,” “dragon,” “monkey,” “shadow,” and “love.”

When looking at the length of the passwords, we dis-
cover that 99% of the passwords are 5-17 characters long,
which seems to be consistent with the common password
requirements enforced by online services as well as the
general human memory capacity (Stobert & Biddle, 2014).
The passwords that are longer than 17 characters (hard to
memorize) or shorter than 5 (not acceptable by most online
services) and those that contain non-ASCII characters are
considered outliers and are thus removed from further
consideration.

We analyze the distribution of passwords based on two
metrics, Levenshtein distance and Jaro-Winkler distance.

The Levenshtein distance is the number of edits (e.g.,
substitution, insertion, or deletion) needed to transform
one string into another. For example, transforming “rain”
to “shine” requires three steps, consisting of two substitu-
tions and one insertion: “rain” — “sain” — “shin” — “shine.”
These operations could have been done in other orders, but
at least three steps are needed (Hardeniya, 2015). In our
dataset, the Levenshtein distance between passwords ranges
from O to 17, as shown in Fig. 1. And the majority of pass-
word pairs have a Levenshtein distance in the range of 1
to 11. The Levenshtein distance can help set up password
reuse rules that are easy for users to understand (e.g., make
sure the subsequent password is different from the original
by three characters). However, it suffers from a major limi-
tation. For example, the Levenshtein distance between the
words “password” and “password12345678” is 8, which is
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relatively high, although both words exhibit an easy-to-guess
pattern.

The passwords that exhibit the highest similarity will
have the smallest Levenshtein distance and the highest Jaro-
Winkler distance and will be the best candidates for cross-
site guessing attacks. We use the NLTK Python library for
the Levenshtein distance and the StrsimPy library for the
Jaro-Winkler distance to implement both metrics.

In prior research, several most common modification pat-
terns were identified, including Substring, Common Sub-
string, Capitalized, Leet, and Sequential Keys (Wang et al.,
2018; Walia et al., 2020). We label each password pair based
on these five patterns to create a labeled dataset. Finally, the
pairs that do not fit into any of these rules are dropped. The
labeled dataset contains 3,006,871 unique password pairs.

Figure 2 demonstrates the number of password pairs
for the original dataset (“All passwords”), the set where an
original password is not the same as its subsequent pass-
word (“Unique pairs”), the set of unique pairs where each
password is between 5 to 17 characters long and contains
only valid ASCII characters that will be used for most of
this research (“Working set”), and the labeled set (“Known
rules”).

3.2 Password Prediction Process

So far, we have reviewed the data pre-processing steps nec-
essary for password prediction. Next, we want to build a
pipeline to take the resulting dataset, identify and tag modifi-
cation patterns, classify passwords into appropriate buckets,
and generate predictions for each original password. We also
seek to take a step further by skipping tagging and classifica-
tion and going straight to password prediction. We will refer
to this process as direct password prediction. This approach
will be especially beneficial when users combine multiple
modification patterns or no rules can be identified. To the
best of our knowledge, this approach has not yet been used

Fig.2 The number of password
pairs in each dataset

for launching a single-user cross-site password guessing
attack.

The prediction pipeline consists of four steps. During the
first step, common modification patterns are defined, and
each password pair is analyzed and labeled with a corre-
sponding category. We use a neural network model to assign
each original password into a single modification category
during the second step. This process is known as the single-
label prediction problem. During the third step, we build a
second model to learn about possible modifications within
each category. With 90% accuracy on the test data, the model
can understand and generate all possible modifications for
each category. Both models are then combined, and the
resulting pipeline is assembled in the last step. Our approach
can take just one original password as an input, classify it
into a modification category, and generate password guesses.
We will now review each step in further detail.

3.2.1 Tagging

Before tagging password pairs, let us first introduce the
common password modification patterns we borrowed from
Wang et al.’s prior work (Wang et al., 2018). Leet refers to
transforming alphanumeric characters into visually similar
symbols and vice versa. The Substring category includes
password pairs where one password is a substring of the
other. Adding symbols to the head or tail of a string is the
most common modification of this category. Capitalization
is where one or more symbols are in uppercase. The Com-
mon Substring category contains password pairs that share
common letter combinations. The Sequential Keys category
consists of passwords that contain alphabetically ordered
letters (e.g., “abcd”), sequential numbers (e.g., “12347),
and adjacent keys on the keyboard (e.g., “qwert,” “asdfg,”
etc.). We define a function to identify which pattern each
password pair fits in and tag each pair with a correspond-
ing modification pattern category. After the tagging is com-
pleted, we drop the passwords that do not match any rules
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or contain non-ASCII symbols. The resulting dataset has
3,006,871 pairs of passwords. Figure 3 shows the distribu-
tion of each password modification category in the tagged
dataset. The most common patterns found in the dataset
are Substring and Common Substring. Together they cover
2,674,521 password pairs, around 89% of the dataset. These
password pairs provide sufficient training data for our pro-
posed model. The other three categories represent about 10%
of the dataset. Except for the Sequential Keys category, we
still collect enough training data from the categories of Capi-
talization and Leet.

3.2.2 Classification

Conventional classifiers have been used to solve the clas-
sification problem as they are easy to use and do not require
heavy data pre-processing. However, neural networks can
enable automated tagging and classification without manual
interventions. Furthermore, they have proven to deliver a
better prediction rate, especially on larger datasets (Schu-
macher et al., 1996).

We build a 4-layer classifier for automated password
modification category prediction using the Keras Python
library. The Input Layer takes a single sequence of characters
with the same length as the longest password in the dataset,
which is 17 characters long. The One-Hot Encoder processes
every password as a sequence of characters and transforms
those sequences into a one-hot numeric array. It assigns the

value of 1 if the character is present in a given word or O if
otherwise. The encoding is passed to the LSTM units. We
use a character-level Bidirectional LSTM (BiLSTM) Layer,
which is an extension of traditional LSTMs and can improve
the model performance on sequence classification problems.
The BiLSTM Layer runs inputs in two directions, one from
the past to the future and the other from the future to the
past. Unlike unidirectional LSTM, BiLSTM uses two hidden
states and can preserve information from the past and future
at any point in time. Because of these qualities, BILSTM can
better understand the context around each character in the
sequence (Xu et al., 2019). The output of the BiLSTM cells
is fed to a dense Activation Layer. The Activation Layer con-
tains an activation function, which defines how the weighted
sum of the input is transformed into an output. To ensure
that a model learns features and does not converge prema-
turely, we use the Adam optimizer with a small learning
rate (Kingma & Ba, 2014). This optimizer is used to update
network weights during each training iteration.

After trying out different numbers of layers for hyperpa-
rameter tuning, the model with one LSTM layer yields the
best performance.

3.2.3 Password Generation
In this step, we train a character-level BILSTM model to

generate passwords within each modification category.
The model contains two Input Layers. Input Layer #1
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takes as input the previously used passwords in the form
of a sequence of characters, while Input Layer #2 takes the
password modification categories as input. The first stream
includes Input Layer #1, a One-Hot encoder, and a BILSTM
layer. These three layers act similarly to what is described
in Section 3.2.2. The second input stream includes Input
Layer #2 and a Repeat Vector Layer, both of which are used
to add a list of modification patterns to the model as each
prediction is generated within a single category. Finally, the
Concatenation Layer combines the outputs of both streams
and feeds the combined outputs into an Activation Layer.
The Activation Layer acts the same as described in Sec-
tion 3.2.2. The resulting model can generate highly accurate
password guesses for each modification category.

To generate password guesses for all categories, we com-
bine the classification model and the password generation
model into one prediction pipeline, namely Pipeline Predic-
tion Mechanism (PPM). The first model predicts a modifica-
tion category when an original password enters the pipeline.
Then, the predicted category and the original password are
fed into the second model, which generates password can-
didates and chooses the top ten candidates with the highest
probability. Once the prediction completes, we verify if a
password guess is correct.

We end up with this architecture as it generates the best
performance during hyperparameter tuning. However, add-
ing more LSTM layers may overfit the model.

3.2.4 Direct Password Prediction

To our knowledge, RNN has never been used to solve cross-
site password guessing for the same user. This problem,
however, is similar to the problem of machine translation. In
both problems, the source may vary in length and character
dictionary. The model architecture consists of at least two
LSTM layers, an encoder and a decoder. The encoder takes
the input sequence and summarizes the information into a
context vector or hidden states of LSTM (Cho et al., 2014).
The outputs are unimportant and thus are dropped, but the
hidden states are saved. This context vector encapsulates
the information for all input elements and will be used by
the decoder to generate predictions. The decoder is also an
LSTM layer that takes the encoder output as an initial state
and produces an output sequence. Our model uses the Soft-
max layer from the Keras library as an Activation Layer.
The Softmax function is based on a normalized exponential
function and is used as the last layer on a neural network
to normalize the output to a probability distribution over
predicted output classes (Kouretas & Paliouras, 2019). In
our model, it will determine the output modified password.

Since a model can generate multiple predictions with
different degrees of confidence, we need an algorithm to
choose the top ten most probable outputs. We use the Beam

search algorithm, one of the most widely used for sequence-
to-sequence machine translation problems (Yoo et al., 2020),
to help us identify the most probable predictions. Direct
password prediction is the most promising approach as it
eliminates the need for constant rule derivation and distribu-
tion analysis and eases dataset pre-processing. The resulting
model, the Direct Prediction Mechanism (DPM), is rule-
independent and delivers a high prediction rate.

3.3 Experimental Results
3.3.1 Hardware Requirements

We ran most of this project on Google Colab Pro, a cloud-
based Jupyter notebook environment. The hosted runtime
environment uses Tesla P100-PCIE-16GB GPU, Intel(R)
Xeon(R) CPU @ 2.20GHz processor, 25GB of RAM, and
109GB of disk space. The most hardware-demanding parts
of the experiment were dataset pre-processing, model train-
ing, and direct password prediction. Direct password pre-
diction was the most computationally expensive. Based on
Google Colab measurements, it took 13GB of RAM to train
a model on 400k records and 20GB for 500k records. Even
though it might sound like a significant amount of resources,
it is not unreachable for a sophisticated attacker. Better hard-
ware resources will yield better performance results since
we can train the model on a larger dataset and make faster
predictions with higher accuracy.

3.3.2 Results

We first compared the results of an LSTM classifier and a
Naive Bayes classifier. Table 1 shows that the LSTM-based
model delivers better results than the Naive Bayes classifier,
especially in underrepresented categories, such as Leet and
Common Substring.

LSTM outperforms traditional classifiers because it cap-
tures and preserves the sequential order (i.e., the order in

Table 1 LSTM vs. Naive Bayes classifier

Precision Recall FI1-Score
LSTM Capitalized 0.65 0.58 0.61
Common Substring  0.58 0.31 0.4
Leet 0.49 0.23 0.31
Seq-Key 0 0 0
Substring 0.73 0.91 0.81
Naive Bayes  Capitalized 0.6 0.39 0.48
Common Substring  0.38 0.05 0.08
Leet 0.14 0.01 0.01
Seq-Key 0 0 0
Substring 0.66 0.9 0.79
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which the characters appear in a password), while the clas-
sical models do not. For example, “abac” is different than
“aabc” for LSTM, while it is the same for a classical model
as it only considers the frequency of the featured characters
‘a, ‘b, ‘c,” which are the same for both strings.

We then evaluated the performance of our password gen-
eration model. The closest existing studies are the ones that
estimate how many guesses are needed to predict a password
correctly (Das et al., 2014; Wang et al., 2018, 2016). All
of these papers published their prediction rate within the
first ten attempts. Therefore, we use ten attempts as part
of the experiment parameters. We compared the results of
our Pipeline Prediction Mechanism (PPM) and Direct Pre-
diction Mechanism (DPM) with three existing algorithms
from Wang et al. (2018) (referred to as “Domino” hereafter),
Wang et al. (2016) (referred to as “TarGuess-1I"” hereafter),
and Das et al. (2014) (referred to as “Tangled” hereafter).

Fig.4 The percentage of
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On average, both of our models exhibited a 5% improve-
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hand, traditional approaches exhaust all possible combina-
tions and thus predict more as they try more. This reveals a
fundamental difference between our method and those tra-
ditional ones.

Next, we zoomed in on the results of the DPM predictions
to quantify for the first time the correlation between pass-
word predictability and Levenshtein distance for subsequent
passwords. The prediction rate, as shown in Fig. 7, is broken
down by the Levenshtein distance on the x-axis (x-coordi-
nates correspond to the distance values 1, 2, 3, 4, 5, and 6,

Fig.7 Prediction rate w.r.t.
Levenshtein distance
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respectfully). The y-axis refers to the percentage of guessed
passwords. We found that it is 6-8 times harder to predict
a subsequent password when the Levenshtein distance is 4
compared to the same task when the distance is 1. Chang-
ing only one character in subsequent passwords does almost
nothing to improve the overall password strength since the
prediction rate is as high as 83%. In other words, almost 8
out of 10 subsequent passwords can be predicted regardless
of modification patterns if the two passwords only differ in
one character.
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We also examined the association between password
predictability and Jaro-Winkler distance by running a
DPM model on each distance interval, as shown in Fig. 8.
Passwords with less than 0.7 Jaro-Winkler distance result
in a prediction rate of below 1% under five guesses, com-
pared to passwords with the same metric of above 0.9,
which have a prediction rate of around 50%.

We then investigated the prediction results to see how
specific modification patterns contribute to the overall pass-
word predictability, as most predicted passwords exhibit
some pattern. The unrelated password pairs with no syntac-
tic or semantic similarity proved to be the hardest to predict.
Figure 9 shows that Capitalization and having a subsequent
password being a substring or containing a substring of the
original are the easiest categories to break and are at least
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20%-50% less secure. Considering how easy it is for a user to
remember a password with a few added characters or some
capitalization changes, it is as easy for the model to guess
it. Since Substring is the most represented category in the
original dataset, it is not surprising to see that DPM is well
trained in this category and is thus able to make a successful
guess around 50% of the time, as shown in Fig. 9. However,
the interesting fact is that Capitalization represents only
around 9% of the dataset, yet a model successfully predicts
around 64.5% of those passwords. It is also worth noticing
that DPM can predict around 7.4% (or 25,000) of passwords
that do not follow any known modification patterns.

Both models demonstrated a great prediction rate, beat-
ing the close competitors 2:1 in scenarios where only a few
guessing attempts are allowed. Our models adopt a more
fine-grained prediction approach and can predict 83%
of passwords in some common modification categories.
With more data available, the performance of our models
improves. But our models can also work well on a smaller
training set (e.g., S0k size).

4 Passphrase Guessing

Passphrases were first introduced by IBM in 1985 (Kurz-
ban, 1985). The original design suggested that a user selects
a combination of system-generated words and then uses it
as an authentication method while executing jobs on main-
frames. Amazon introduced the first well-known commercial
utilization of passphrases for authentication. In 2009, they
implemented Amazon Payphrases (Bonneau & Shutova,
2012). Customers were offered a way to complete a purchase
without signing in and clicking the “proceed to checkout”
button by simply entering a passphrase and a four-digit PIN.
The passphrases were 4 to 100 characters long and could be
used on partners’ retail sites such as Buy.com, Car Toys,
DKNY, J &R Electronics, Jockey, and Patagonia. However,
Amazon quickly abandoned this system as the phrases were
easily guessable and thus not secure. In addition, the entire
system was not user-friendly.

In 2019, NIST recommended that the password fields
accept up to 64 characters to accommodate the use of
passphrases (Burr et al., 2013). In another publication,
Cybersecurity and Infrastructure Security Agency (CISA)
advocated using passphrases as a more secure alternative
to easily breakable passwords (Huth et al., 2012). The use
and wide adoption of passphrases is hindered by the same
issue that passwords suffer from. The passphrases that users
create are commonly used phrases and are susceptible to
guessing attacks. The system-generated phrases are more
secure but hard to remember and maintain. There are a lot of
survey-based studies that dig deeper into the understanding
of what makes passphrases memorable while keeping them

secure (Keith et al., 2005; Joudaki et al., 2018; Blanchard
et al., 2018). When discussing memorability, the experi-
ments measured how different groups of respondents recall
the phrases generated by various methods (Keith et al.,
2005; Joudaki et al., 2018; Blanchard et al., 2018; Woo
et al., 2016). When considering security, the researchers
performed dictionary attacks (Labrande, 2015), rule-based
attacks (Rao et al., 2013; Bonneau & Shutova, 2012), and
used the Markov Chain method to break the passphrases
(Sparell & Simovits, 2016).

4.1 Related Work on Passphrase Guessing

Passphrase guessing is a sub-field of password guessing.
Researchers have applied similar methods and attack vectors
in both scenarios. We start with a review of the most triv-
ial technique, i.e., the dictionary-based brute-force attack.
We then analyze the improved approach where dictionary
attack is supplemented by tools like word mangling, rules,
and grammar analysis. Then, we discuss the Markov Chain
method that accounts for statistical word association in con-
structing passphrases. Each method is valuable and can be
beneficial in specific attack scenarios. Unfortunately, there is
no uniform way to compare these methods for the best one,
as most studies use different datasets and settings in their
experiments. Our study aims not to find the best approach
but to offer additional tools to examine the security of pass-
phrases while streamlining the process.

In a dictionary attack, an attacker assembles a list of com-
mon words and phrases and then conducts an exhaustive
search to find possible matches. The predictions are often
hashed and then compared to datasets of leaked passwords.
The success of this method relies on the fact that most pass-
phrases are derived from natural language corpora, such as
quotes, proverbs, lyrics, etc. (Labrande, 2015). This method
requires a low skill level from attackers, and its tools are
highly available. However, it requires heavy computational
resources and needs to maintain large dictionaries.

In rule-based approaches, passphrases are built based on
the rules of grammar (Rao et al., 2013; Bonneau & Shutova,
2012; Han et al., 2020). Rao et al. reduced the password
search space and generated more accurate guesses from
Parts-of-Speech tag rules (Rao et al., 2013). In another
rule-based approach, Bonneau et al. analyzed the syntactic
construction of phrases and the factors that make users com-
bine words into phrases (Bonneau & Shutova, 2012). The
TransPCFG framework (Han et al., 2020) applied the gram-
mar learned from short passwords to long password guess-
ing using PCFG (Weir et al., 2009). These studies showed
that rule-based methods deliver better prediction results in
fewer attempts than the traditional dictionary attacks. How-
ever, this approach is very dataset-specific, requires a lot of
manual processing, and still relies on exhaustive searches.

@ Springer



Information Systems Frontiers

The Markov Chain method is commonly used in both
password and passphrase guessing. It can predict the entire
passphrase based on the initial word. The consecutive words
are constructed by analyzing the probability distribution and
the current state (Sparell & Simovits, 2016). The process
does not consider the meaning of the words or their rela-
tions with each other. Instead, it only relies on the prob-
ability of them occurring together in the given dataset. We
use this method to establish a baseline for prediction result
comparison.

4.2 Passphrase Prediction Process

Our work is based on understanding the underlying struc-
ture of passphrases as natural language phrases. The prob-
lem we tackle here is targeted offline passphrase guessing
as opposed to targeted online password guessing discussed
in Section 3. It is also different from the existing literature
discussed in Section 4.1 as they addressed untargeted offline
passphrase guessing. We hypothesize that sequential and
attention-based language models can be useful in generating
real-world passphrases. Our neural network-based approach
focuses on lowering the number of attempts and eliminating
the need to maintain passphrases dictionaries. It also sim-
plifies the prediction pipeline and utilizes less storage and
fewer computational resources. Our first method employs a
word-level attention-based LSTM model, which is different
from the character-level LSTM models we developed in Sec-
tion 3 with no attention mechanism. Our second approach
utilizes the Generative Pre-trained Transformer (GPT-2)
provided by OpenAl and is available for public use Radfor-
detal. (2019).

4.2.1 Passphrase Dataset

The dataset for passphrase prediction is from the Corpus of
Contemporary American English (COCA) (Davies, 2009).
It is a large, recent, genre-balanced corpus of English. It
comprises more than one billion words in 485,202 texts,
including 20 million words each year from 1990 to 2019. For
each year, the corpus is evenly divided between the genres of
TV and movie subtitles, spoken, fiction, popular magazines,
newspapers, and academic journals. We use three samples of
the dataset that are available for free download. Each sam-
ple consists of fifty thousand phrases, with the frequency of
each phrase. The first sample contains two-word phrases;
the second sample consists of three-word phrases; the third
sample comprises four-word phrases. We use frequency as a
fair indicator of a phrase commonality in a natural language.
To account for each phrase frequency without unnecessary
bloating of the dataset, we take the log of each frequency
and add the corresponding amounts of duplicated phrases to
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the dataset. The resulting dataset contains 574,531 phrases,
out of which 99,953 are distinct.

4.2.2 Attack Vector

An attacker needs to know the beginning of a passphrase
to run the prediction models. The more of a passphrase is
known, the easier it is to predict the entire phrase. Several
attack vectors can be used to obtain the initial information,
including shoulder-surfing, eavesdropping, or other forms of
social engineering. Shoulder-surfing is a social engineering
technique used to unlawfully gather confidential information
by looking over a victim’s shoulder. Other methods may
include acquiring unhashed credentials from online data
leaks. The beginning of the phrase or the first word becomes
an input to generate the entire phrase.

We begin our experiment by establishing a baseline using
the Markov Chain model. The model takes as input the first
word of a bi-gram or 3-gram and uses the Markov algorithm
to generate the rest of the phrase. Then, the model builds a
transition matrix based on the statistical probability of two
words co-occurring. As a result, the model generates pre-
dictions that we compare to the target phrases to see if they
match. For our experiment, we used a generic Python imple-
mentation of the Markov model available online (Sparell &
Simovits, 2016).

4.2.3 LSTM-Based Passphrase Prediction

The attention-based LSTM model architecture consists of
an encoder and a decoder, as shown in Fig. 10. The encoder
takes an input sequence and summarizes the information
into a context vector, which encapsulates the information
for all input elements and is used by the decoder to generate
predictions. Our implementation of the encoder consists of
several layers.

The input layer takes a numeric representation of the first
word in the phrase as the starting point of the prediction.
The embedding layer encodes the words into a real-value
vector. We use the GloVe model to generate word embed-
dings, which contains 400,000 most used words crawled
from Wikipedia and other sources and the matrix of their
concurrences (Pennington et al., 2014). The encoder layer
based on the Bidirectional LSTM layer compresses the input
and reduces the vector’s dimension. The resulting vector is
fed to the decoder for translation.

The decoder is based on the LSTM layer that takes the
encoder output as an initial state and produces an output
sequence. The decoder consists of several important layers.
The input layer takes the vector generated in the previous
step. Multiple attention layers form the attention mecha-
nism. Instead of having a single hidden state to encode and
decode, the sequence attention mechanism uses a function.
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Fig. 10 The passphrase genera-

tion model
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This function can be described as a query that maps a set of
key-value pairs to an output. The query, keys, values, and
output are all vectors. The output is computed as a weighted
sum of the values, where the weight assigned to each value is
computed by a compatibility function of the query with the
corresponding key (Vaswani et al., 2017). In other words, the
context vector takes all the encoder cells’ outputs as inputs
to compute the probability distribution for each single word
decoder wants to generate. It helps the decoder capture the
overall information about the input. Then decoder layer pro-
duces the output word sequence by looking at the context
vector and the input word. We used Adam optimizer and
sparse categorical cross-entropy as a loss function. One
advantage of using sparse categorical cross-entropy is bet-
ter memory and computational resource utilization as it uses
a single integer for each class and not an entire vector.

4.2.4 GPT-2-Based Passphrase Prediction

Transformers have been used for phrase auto-completion for
a long time (Vaswani et al., 2017). We use GPT-2, an open-
source language model (Radford et al., 2019). The model’s
architecture is very similar to the decoder-only transformer.
It consists of multiple decoder blocks stacked together. Each
decoder block has a Feed Forward Neural Network and a
Masked Self-Attention layer. The masked self-attention
layer is based on the model’s understanding of relevant and
associated words as well as the context necessary before
processing that word. This layer assigns scores defining the
relevancy of each word in the segment and adds up their
vector representation (Vaswani et al., 2017). The vector rep-
resentation is passed to the fully connected Neural Network
layer for processing.

We use the GPT-2 Small model version with 124M
parameters. Parameters represent the weights of each con-
nection in the neural network and are updated during the
model training stage. We re-train it on the wordlist extracted
from the 4-gram dataset sample used in this research.
This allows the model to generate more relevant predic-
tions. Aside from fine-tuning the model, we utilize some

Decoder

hyper-parameters provided by the model authors. The pre-
fix parameter is used to provide the model with the begin-
ning of the phrase. The temperature parameter is a float
number controlling randomness. Lower temperature makes
prediction more repetitive. Length controls how many words
the generated phrase will contain. Parameter top p helps
narrow the pool of predictions to choose the best candidates.
The number of phrases we generated is controlled by the
N _samples parameter and is set to 50.

4.3 Passphrase Prediction Results

We complete the passphrase prediction experiment on the
same hardware setup as described in Section 3.3.1: Google
Colab Pro with Tesla P100-PCIE-16GB CPU, Intel(R)
Xeon(R) CPU @ 2.20GHz processor, 25GB of RAM, and
109GB of disk space.

Table 2 shows the results of some existing passphrase
breaking methods in terms of maximum prediction rate and
the number of attempts used (Labrande, 2015; Bonneau &
Shutova, 2012; Rao et al., 2013; Sparell & Simovits, 2016).
Unfortunately, most of these models require a huge number
of attempts to guess a passphrase correctly.

Note that most authors of the existing work did not dis-
close every detail and parameter of their experiments. More-
over, conducting a fair one-to-one comparison between the
existing models and ours is very difficult as they often use
different datasets that are not always provided.

Table 2 Passphrase prediction comparison

Algorithm Max. predic- Max.
tion rate number of
attempts
Dictionary-based (Labrande, 2015) 10% 2% 1012
Rule-based (Bonneau & Shutova, 10-20% 2 x 100
2012; Rao et al., 2013)
Markov (Sparell & Simovits, 2016) 11% 2 x 1077
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Figure 11 demonstrates the LSTM model prediction
rate over time. The model cracked 24% of the passphrases
with about one thousand attempts. It eventually reached the
maximum prediction rate of 40% at around five thousand
attempts. Then the prediction rate starts to flatten up.

In addition to the LSTM and GPT-2 models we devel-
oped, we also implemented a Markov-based model to
serve as a baseline. Table 3 provides a detailed compari-
son between the models we developed and configured. Our
implementation of the Markov-based model was not opti-
mized for effective GPU and resource utilization and stopped
converging at around 20 attempts. At that point, we were
unable to record the prediction rate. The model started tim-
ing out if we set the number of attempts to higher than 20.
With LSTM, we saw a proportional increase of resources for
a higher number of attempts; however, the overall utiliza-
tion remained low. The GPT-2 model performed the best in
predicting longer phrases but required more input to provide
accurate guesses faster. LSTM showed an exceptional pre-
diction rate even on less frequently occurred phrases, which
are typically harder to break. This experiment asserts that
longer phrases and those with three or more words are harder
to predict for Markov-based models and LSTMs. All of our
models delivered a significant increase in correct predictions
while reducing the number of attempts. It demonstrates that
our models are highly effective in breaking passphrases.

5 Discussion and Future Work
5.1 Insights on Passwords

Predicting slightly modified subsequent passwords is get-
ting easier. With more data breaches occurring each year,

Fig. 11 Passphrase prediction %)
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Table 3 Prediction rate and setup comparison

Description Markov GPT-2 LSTM
Effective # of guesses 20 20 5000
Max prediction rate 12% 21% 40%
Resource utilization Low Low Low
Time of task completion Very High ~ Very Low  Low
Average frequency of phrases  65% 44% 22%
Average phrase length 15 14 11
Average length of prediction 6 6 5
Dataset (2,3,4-grams) 2,3 4 2,3
Initial input 1 word 2 words 1 word
Predicted words 1 2 1

there is an abundance of leaked passwords, including sister
passwords for the same users. This allows us to extract more
fine-grained modification patterns and train more robust
prediction models. Our experiment showed that having the
original password alone is enough to predict a subsequent
password with a high probability in just a few attempts. With
most online services allowing up to 10 attempts (Brostoff &
Sasse, 2003), an attacker can use the proposed mechanisms
and models to generate subsequent passwords and try to
compromise an account without raising the alarm. With the
availability of more powerful computational resources and
companies delaying the public release of data breach details,
an attacker can re-train their models to account for newly
acquired data and enhance the chance of success.

The length and complexity requirements recommended
by the NIST guideline (Burr et al., 2013) are outdated in
practice today. Having a long password that consists of vari-
ous symbols might add extra security only when it comes
to single-site dictionary attacks and eavesdropping (Grassi
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et al., 2017). Making slight modifications based on an
original password provides little to no additional security
in cross-site attacks. It may even give users a false sense
of security as these changes seem to align with the char-
acteristics of “strong passwords” defined by the guideline.
Our studies showed that we need to consider the similarity
between an original password and its successors as a new
requirement in a future edition of user authentication guide-
lines. The less similarity there is between sister passwords,
the more secure user data is Murray & Malone (2018). Even
with sufficient training data, neural network-based guessing
algorithms require much more attempts to crack passwords
that are distant in terms of similarity metrics. For example,
we observed that passwords four edits away are at least three
times harder to break than those with just one modification
apart. Having completely unrelated passwords can mitigate
cross-site attacks in the presence of a password breach.

Updating user authentication guidelines also helps stand-
ardize web frameworks and development tools to include
libraries that support similarity-based proactive password
checking. A proactive password checker can prevent users
from choosing an easy-to-guess subsequent password, espe-
cially when it is similar to the used ones. This process, how-
ever, should not have a detrimental effect on user experience
and may include a system to suggest a secure password if a
user struggles to create one.

Service providers should consider using passwords alone
in favor of two-factor authentication, biometrics, behavioral
authentication, and other alternative means. Users’ creativ-
ity, memory capacity, or the level of education in computer
security should not be the decisive factors in data security.
Most survey participants in the password guessing studies
represent a younger and higher educated cohort compared
to the general population (Das et al., 2014; Von Zezschwitz
et al., 2013). The safe guess would be that a general popula-
tion would have even more insecure password habits. It is
hard to change users’ habits as we consistently see users
reusing the same passwords or modifying them slightly. As
users entrust their data and private information to more and
more online services, these services should step up and carry
more responsibilities to ensure that users’ negligence or lack
of education does not jeopardize the safety of their data.

5.2 Insights on Passphrases

Passphrases remain appealing as they are easy to imple-
ment and maintain on an enterprise level. They are also
user and application-friendly and provide moderate secu-
rity levels if combined with user training. They appear
more advantageous to traditional passwords as they tend
to be longer and more memorable. However, memorable
passphrases are inherently insecure due to non-secure pat-
terns. These phrases are usually derived from common

sentences in mainstream culture or natural language cor-
pora (Kuo et al., 2006; Labrande, 2015), correctly fol-
lowing the grammar (Rao et al., 2013; Sparell & Simo-
vits, 2016), or just made of mnemonic words (Bonneau
& Shutova, 2012; Labrande, 2015). The same factor that
makes passphrases memorable makes them less secure and
more susceptible to guessing attacks.

The rapid development of neural networks and artificial
intelligence and a decrease in hardware prices allow mali-
cious actors to execute more sophisticated attacks. Over
the last few years, Microsoft, Nvidia, and OpenAl released
powerful Natural Generation Models capable of language
comprehension and passphrase generation (Radford et al.,
2019). In addition, numerous data leaks allow researchers
to build powerful dictionaries to boost passphrase predic-
tion and model training. Passphrases alone are essentially
no longer a reliable alternative to ordinary passwords.
Enterprises and service providers should supplement the
use of passphrases with other tools like we mentioned in
Section 5.1 to enhance their authentication mechanism.
And users should avoid natural language tendencies and be
more creative when constructing passphrases (e.g., man-
gling passphrases Labrande, 2015, randomly choosing
words Bonneau & Shutova, 2012, ignoring grammatical
structures Rao et al., 2013; Bonneau & Shutova, 2012,
etc.).

5.3 Future Work

In the future, we plan to extend the LSTM models to predict
password pairs that are semantically similar (e.g., synonyms,
associated words). However, the prediction of these pass-
words was out of the scope of this research. We may also
improve the password prediction by training the model on a
synthetic balanced dataset that contains various under-rep-
resented modification patterns found in this research (e.g.,
common names). We want to build a neural network model
to classify the passwords that involve more than one type of
modification pattern (e.g., Capitalization and Leet, Substring
and Leet, etc.). Lastly, we would like to introduce and define
new metrics to calculate a password or passphrase’s intrinsic
security value. The score can be based on entropy and other
factors such as the number of attempts to predict and the
name of the best suitable model, the use of resources to gen-
erate predictions, commonality in contemporary language,
its prevalence online, semantic similarity, presence in the
leaked datasets, and several other factors. It can provide a
more detailed understanding of passphrase security than the
current entropy score. This score can help design systems
that make security recommendations and lower the crack-
ability score of user-generated passwords and passphrases
while keeping them memorable.
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6 Conclusion

In this research, we first investigated the problem of tar-
geted online password guessing. We built a password pre-
diction pipeline using RNNs to automate password cat-
egorization and generation. The prediction results were
superior to those of traditional classification and guess-
ing algorithms. The performance boost was especially
significant when we limited guessing attempts to five.
We combined the understanding of rule-based prediction
algorithms and the power of LSTM neural networks to
solve the problem of cross-site prediction for passwords
created by the same user. It is a relatively new approach
and perhaps one of the first attempts to use RNNs for this
specific task. We could quantify the correlation between
the similarity, modification patterns, and predictability of
subsequent passwords. In addition, we demonstrated the
ease of prediction and high accuracy of the most common
modification strategies, such as adding head or tail sym-
bols to the original password or Capitalization. We show-
cased that such a prediction process could be facilitated
by affordable hardware or online computing resources,
such as Google Colab, due to the low complexity and
shallow nature of the RNN model. In addition, predic-
tion efficiency allows it to run on platforms where five or
fewer attempts are allowed before an account gets locked.
We also discussed the concrete steps the online services
should take to improve the security of the authentication
process.

We then explored the problem of targeted offline pass-
phrase guessing using RNNs. We built an attention-based
LSTM model and a fine-tuned GPT-2 model to predict
commonly used passphrases. We analyzed the results
and compared them to the most utilized methods, such
as dictionary-based, rule-based, and Markov Chain-based
prediction algorithms. We achieved a significantly bet-
ter prediction rate, especially considering the number of
attempts used, time to deploy, resource utilization, and
ease of operation. Even though these approaches are not
radically new, they are novel in the passphrase prediction
domain and yield a competitive prediction rate.
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